Analyzing Tweets for Cybersecurity

Kyle Murfitt, Eunbi Kim, Devon Smart, Ching-yu Huang
School of Computer Science, Kean University, Union, NJ, chuang@kean.edu

We aim to perform sentiment analysis 1. Develop programs to download the Total number of data e Platform: Linux OS, MySQL Database
on Twitter tweets related to tweets automatically use with cronjob. Log File IP Address Twitter Tweets ¢ Frontend: HTML, CSS, JavaScript
cybersecurity. This project focuses on 2. Develop programs that can extract 526,883 25,110 36,722,960 * Backend: PHP, Python
. . . | e APIl: Tweepy, Geoip-db, Google Charts
developing models and approaches information from the tweets, and Example of log file data : : )
_ _ _ _ _ rerver oo datn  loa.time e p——— e |P, country, city, latitude and longitude
to Identlfy Cybersecurlty termmOIOgy transform the data INto the database' 2018-07-22 121.166.99.177 (41438 |Invalid User jira  |Jul 22 05:40:15 yoda sshd[4637]: Failed passw... ® Secure Iog files: July 2018 - July 2019
' ' ' |yoda [2018-07-22 |06:01:28 [139.59.251.117 [52508 |Failed password |root . .
and identify patterns of cyber threats 3. Design database schema and storage | e Twitter data: 7/3 -9/1, 2019
' ' |yoda [2018-07-22 [06:23:42 [112.25.214.199 [35849 [Invalid User  [oracle [Jul 22 06:23:42 yoda sshd[4683): Failed passw...
In tweetg Twee-ts related to archltecturg that can.store tvyeets and O o e e e P . Summary
cybersecurity comprise the data we cybersecurity related information. Example of Twitter data Loe files are used to keep track of all the
u‘“ |Ze aS the tra”""ng Set, Wh'Ch W|” 4 Develop |ntegrated programs to i twitter_name  user_id date follower friend text place_name country code latitude longitude g p
h d lated Inolog f ' lysi h itsazissréoe | Sodae-Joosonias[wod i [ro [ [roptss | 7|05 sk viosso | a7 atoos — users that have accessed a server. From log
1146432026683142145 |~Secilygrace~ (9069088828... |[Wed Jul 0... |119 972  |Toreport sc... us 3483408568 |-B7.66652946
elp us study related terminologies perform sentiment analysis on the text, L T M T files, we collected a total of 25110 IP
i i [1146432081603366720 |TMJ-MEP Soo..[ 130452990 |Wed Jul0...[271 (262 [fjbswih. Do [US lsatormeos |-7oeraoese | :
and patterns concerning summarize the patterns of cyber J addresses with 526,883 data logs who
cybersecurity in social media. threats, and identify the connections attempted penetrations. We found out

Background between users and cyber hackers. ‘ ‘ KR on ave1000 China was the highest country and the US
SouhKoea KR |a7smiz0000  [126.87410000 :

e Time stamp attempted penetration for each server 1.100.28.115  |Dacgu |SouthKorea KR [a7.61120000 _____ [126.97410000 was the second highest country who
- - - - 00,02 outh Korea o7 : :
This project tried to find patterns of | 100 SouthKorea [KR  [37.51120000 attempted penetrations. From the twitter
database of cybersecurity terminology I, 2nd othess, CROUGRE it might've been an DDOS. I was wrong. hEipai//t.co/EeSRS highest country who mentioned about

using Twitter tweets. It provides an | 8 compound:—0.. 4767, neg:0.22, nen:0.78, poa 0.0, cyber attack.
tunlty to apply data mlnlng @lhiiecdinec]-: @dl:rn:-ncns'?il;i; @charles wilkie @Pavox @realDonaldTrump @USHavy They
Oppor . — “0:126,neg:0.0 20503, pos:0.057,
. compound:0.128 , neqg:0.0, neu:0.903,pos:0.097, e erences
tEChnOIOgy and researCh on SOClaI Malwarebytes Crack 3.8.3 Premium With Full Eeys | Cracksmod https://t.co/JEEnSHE . | | |
L] L] | & [ ) i ) [ ]
media and cybersecurity. Outcomes | “ | Compound:0.0,neg:0.0,neu:1.0,p05:0.0, , Soog e Tlaps APl tutorla s, (200Ele
. . I | Egal ob Ransomware, Verlust, oder Diebstahl - i1dber das Thema Backup machen sich . TWItter API (TWEEpY), TW|tter°
will be very helpful to establish and 2000 h viele lzider erst Gedankerllr wenn sc.. https://t.co/eu2fVdlawR 3. Geo-Location, https://geoip-db.com
I compound: 0.0, neg:0.0, neu:1.0,po=s:0.0,
i

SUppOI't the Center fOr AcademlC 0 I,---'Il p J...._,,._ | @TriiiiKz Je 1l'aili croise une fois en ranked sans ddos je 1l'ai poutre 3z il a ddo A k I d t
. . 2 mdr
EXCe”enCe CyberseCurlty mentOI'Shlp Q%% Q’*ﬂ’ Q’*ﬁ’ Q"B} “a—q'_’ “s—cb Q’*& Q’*Eﬁ {3’3’ Q’”S’ q}’& Q’*y% Q’*qu’ {h@ compound: 0.0, neg:0.0,nen:1.0,po=s:0.0, C now e gemen
program at Kean AISO have the o "?"' h;\rh\*?l" n:\a;':]’ q;?,ﬂ bf,\ﬁl’ Q?]ﬂ {Df;.ﬂ ﬂﬁﬂ China's Border Guards Secretly Installing Spyware App on Tourists' Phones https:

compound: 0.0, neg:0.0,neu:1.0,po=s:0.0,

St .co/TdTOe9Z0ND via ETheHackersHews
O Ortunlt to be InVOIVed Wlth the sever 1 server 2 server 3 ; erthreats are not a #Technolo issue but rather a Business ris ; ; Wlth FaCUIty (SpF) grant SupportEd by the Offlce Of
PP y Foyberthrear Aot & Flechnology but Fem B £ egnsegRiegr Research and Sponsored Programs (ORSP) at Kean

This research was funded by the Students Partnering

research on social media and IP Count | Country || user | COUNt | |compouna: o a01a,nearo. 100, nearo.catmosio.on e University. We really appreciate Kean University’s
cybersecurity. Country | Count| [51150.130.9 10,852 |South Korea | |root 119,300| |nonmsnr o 1o somegis. aanaasn | TIUERS TETITITT Tdsssstebniiacion €2 12 TS support.
China 117,109 1162.243.131.116 | 10,502|United States | |admin 17,129 —m0/ — -
United States| 94,169 |44 143 1,60 10,460|United States | |test 10,412 N
e 0 France 44,290| 157 105.92.6 8,328|Taiwan user 5,397 1000
; South Korea 33,678 - 9
24.3% India 19,230 117.22.228.210 8,097|China ubuntu 4,077
Server 2 Brazil 16,830 198.148.118.199 5,386 UI‘I.ItEd States | |oracle 3,755 00
203 673 Germany 16,707 [119.10.114.9 4,631|China postgres| 3,485 -
74.7% Singapore 15,296 |202.125.157.67 3,590|Pakistan ftpuser 3,211 N
Canada 13,242| (211.234.110.126 3,382 |South Korea | |mysql 2,734 - -
The attempted Taiwan 12,908| |59.46.36.114 2,293 |China nagios 2,698 e roveree et oo
penetration for Top 10 country which Top 10 IP which tried to attack Top 10 login which
each server tried to attack tried to attack Map chart which attacked the servers Number of Tweets and Tweet Polarity

1 I 117,109



