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To study current DevSecOps software development
processes models and to develop evaluation criteria for
performance comparison

Results

DevSecOps

Objectives

• As mentioned before, DevSecOps incorporates continuous
security. Here are the different models that many people
have incorporated:

In the preliminary stage, we will mostly be evaluating the models
based on their security implementations and tools used.

Introduction
• Although the Waterfall method for software development is
effective, the focus has been shifting into Agile development in
recent years. However, Security is still a huge component. It is
agreed upon that security needs to be embedded not matter
what development process is being used.

Shift Security Left model

• Now that software development is gearing towards Agile, I
decided to analyze three models: BDD (Behavioral Driven
Development), SAFe (Scaled Agile Framework), and DevSecOps
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Methods and Materials
•
•
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•

Identified models
Identified commonality and differences in each model
Identified criteria
Compared the models

DevSecOps
according to
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DevSecOps
According to Jim
Bird

About BDD, SAFe, and DevSecOps
• BDD: BDD is an agile software development process designed to
focus on the behavior of the system rather then its current state.
BDD focuses on the behavior of the software by suing scenarios
and features that users come up with. one of the characteristics
is ubiquitous language.

DevSecOps by
Tom Porter

Fitch
DevSecOps
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• SAFe is software development process that incorporates LeanAgile Development, principles and practices that are used to
develop software quickly, with high quality and on time.
• DevSevOps: is development, security and operation. Originally it
was DevOps which is used in SAFe and other development
processes. DevOps uses the continues delivery pipeline where
there is continuous development, operation, integration and
delivery. People are now focusing on incorporating security into
DevOps which brings us into DevSecOps which not only
incorporates continuous operation and delivery, but continuous
security.
• After our initial study, we decided to focus on DevSevOps
because it focuses more on incorporating security into the
development process.

Incorporating Security
checkpoints in Fitch’s
DevSecOps pipeline
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The table above shows the comparisons of the models. Not all the
information are shown because there was enough space.
, we found three most effective models that incorporates security
and are the top 3, best fit models for DevSecOps
• Carnegie Mellon’s SEI DevSecOps model
• Jim Bird’s DevSecOps
• Fitch’s DevSecOps pipeline and security checkpoints

• Carnegie Mellon’s model would come in third. It
incorporates many security components but not as
much as Jim Bird’s model.
• According to the security components, Jim Bird’s model
would come in second.
• In first pace we have fitch’s model with security
checkpoints. Not only does this model incorporate
security components, security and other tools are
suggested for use. Security and many other tasks are
automated in Fitch’s model so there less room for
human error.

